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2 From the Editors’ Desk
New Developments in UPGRADE and UPENET

The Editorial Team of UPGRADE announces that Mondo Digitale, digital journal published by the
Italian CEPIS society AICA, has joined UPENET and that two persons have joined the Editorial Team.

Electronic Signature and Digital Identity

Guest Editors: Javier Lopez-Mufioz, Apol-lonia Martinez-Nadal, and Ahmed Patel

Joint monograph with NOVATICA*

3 Presentation
Electronic Signature as the Key to Security in the Information Society — Javier Lopez-
Muiioz, Apol-lonia Martinez-Nadal, and Ahmed Patel
The guest editors introduce the monograph and present the papers included in it, that cover some
technical and legal aspects of Electronic Signatures, a key concept for the development of many important
application areas such as e-Government or e-Commerce.

6 Electronic Signature at the Heart of Information Security Development: An Overview —
Arturo Ribagorda-Garnacho
The author explains the concept of digital signature and justifies the need for public key certificates.

11 Creating a Cross-Domain Public Key Infrastructure: The Keystone Project — Ahmed Patel
A scalable and robust architecture for the cross-domain Public Key Infrastructure (PKI) is described in
this paper.

14 Certification Practise Statements: The National Mint of Spain’s Experience — Josep-Lluis
Ferrer-Gomila and Magdalena Payeras-Capella
In this paper the authors take a close look at certification practices statements as a vital component of a
proper framework for the use of electronic signature, and comments on the experience of the Spanish
National Mint.

18 Electronic Signature Functionality and Security Requirements — Gemma Déler-Castro
and Juan-Carlos Cruellas-1barz
The authors analyse the value of electronic signature as a symbol of assurance and trust in the virtual
world.

23 Electronic Signature Today: A Manufacturer’s Wiewpoint — Francisco Jordan-Ferndndez
and Jordi Buch i Tarrats
The authors present the vision that their company, Safelayer, has of the current situation of PKI and
electronic signature technologies.

28 Development of an Integrated Document Management System with Advanced Electronic
Signature Service — liiaki Echevarria-Larrinaga, Oscar Garcia-Jimeno, Juan-Antonio
Martin-Zubiaur, Victor Llorente-Gomez, and Javier Areitio-Bertolin
In this paper the design, architecture, functionalities and technologies used in the development of a
scalable, distributed and fault tolerant system integrating document management within a public key
infrastructure are described. .

35 Digital Signatures and Electronic Documents: A Cautionary Tale Revisited — Petr Svéda
and Vdclav Matyds Jr.

The authors identify and analyse different types of trust and provide a broad overview of how they affect
the use of digitally signed documents.

39 Electronic Signature: An Analysis of the Main European and International Legal
Regulations — Nadina Foggetti
This paper compares the United Nations Model Law with the European Directive and describes the
various ways that the latter has been implemented in several European countries.

47 Electronic Signatures and Electronic Identity Card in the European Context and in
Spanish Law — Apol-lonia Martinez-Nadal
The author comments on the Spanish Law on electronic signature within the frame of the European
legislation as well as on what is known as electronic ID.

51 The UNCITRAL Model Law on Electronic Signatures — Rafael Illescas-Ortiz
This paper describes the 2001 United Nations Model Law on electronic signatures and how it has been
adopted internationally.

55 Legal Initiatives on Electronic Signature in Latin America — Mariliana Rico-Carrillo
The author takes a look at the content of regulatory laws on electronic signature that are in place in
several Latin American countries.

Mosaic

60 The Bilingual Voice Portal in the Arab Region: Voice Browsing in Arabic, English, or
Mixed Language — Habib Talhami
This paper presents an approach for building a bilingual (Arabic/English) voice portal by exploiting
existing standards such as VoiceXML (eXtensible Markup Language).

65 Interview: New Applications for New Users’ Information Environments
(Three Questions to Prof. Moira Norrie, ETH Zurich, Switzerland)
— by Frangois Louis Nicolet

UPENET (UPGRADE European NETwork)

67 From “Mondo Digitale” (Italy):
Personal Identification Systems — Furio Cascetta and Marco De Luccia
This article describes the main techniques used for the automatic identification of people in today’s
societies.

*This monograph will be also published in Spanish (full issue printed; summary, abstracts and some articles online) by
NOVATICA, journal of the Spanish CEPIS society ATI (Asociacion de Técnicos de Informdtica) at <http://www.ati.es/
novatica/>, and in Italian (online edition only, containing summary abstracts and some articles) by the Italian CEPIS society
ALSI and the Italian IT portal Tecnoteca at <http://www.tecnoteca.it>.
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Electronic Signature Today: A Manufacturer’s Wiewpoint

Francisco Jordan-Ferndndez and Jordi Buch i Tarrats

The purpose of this article is to present the view of Safelayer, a company that specialises in PKI (Public Key
Infrastructure), of the current situation of PKI and electronic signature technologies. It takes a look at the
technology, the business and the market involved, and finishes off by looking at some real cases that the

company has been involved in.

Keywords: Certification Authority, Digital Identity, Elec-
tronic Signature, PKI, Public Key Infrastructure, Trusted Third
Parties, TTPs.

1 Introduction
The Internet and electronic transactions have become
established as the new way to interact. Based on a new technol-
ogy, able to automate transactions by electronic means without
the use of paper documents, it typically includes the exchange
of information via e-mail, electronic data exchange, or the
World Wide Web.

Various technological factors (the explosive expansion of the
new communication technologies, and in particular the Internet
explosion) plus business and economic factors (the electronic
world creates opportunities for new services for customers,
citizens, etc. thereby becoming a strategic necessity for compa-
nies and governmental bodies) have brought about a spectacu-
lar growth in this new way to transact over the Internet.

Due to its flexibility, ease of use and lack of explicit rules and
restrictions, the Internet has become the most used platform
and communication channel for electronic transactions. But it
is precisely this absence of barriers and controls which restricts
the use of the Internet as an open telematic network that makes
it especially vulnerable to some serious risks which are threat-
en electronic communications. Unfortunately, the electronic
systems and infrastructures that support electronic transactions
are vulnerable to a wide range of threats from aggressors who
can spy on and attack systems and the information transmitted
during transactions. This is why the cornerstone of the develop-
ment of our new Internet driven e-society is the trust we have
in our governments, financial entities, enterprises, service
providers and users of this new technology in general.

Public Key Infrastructure (PKI) and electronic signature (e-
signature) are emerging as critical components of our new
virtual Information Society. The ultimate control over the secu-
rity of all the new technologies and services, whether Internet
based or based on any other networks (in other words, cyber-
space in general) is effectively dependent on the identification
of the entities that are interacting within that space, and this is
the principal mission of a PKI. The use of public key technolo-
gy, electronic signature, digital certificates and the certification
bodies (entities which issue the certificates) enable us to
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resolve a great many of the security problems that arise in a
remote electronic transaction. What we like to call the e-signa-
ture effect predicts that this technology will be implemented in
most of the infomedia services currently in existence and that
it will enable the creation of new services which were previous-
ly impossible to set up for security reasons.

Finally, we need to bear in mind that PKI and e-signature
technology is a strategic issue in our new information society
at both a civil and a military level. This civil technology has
become a vital platform for internal and external transactions of
all our security forces and corps, not only at a national level but
also at an international level of cooperation between states.

In the following points Safelayer Secure Communications,
S.A., <http://www.safelayer.com/>, a company that specialises
in PKI, sets out current situation of PKI and e-signature tech-
nologies. We present an up to date approach to the current tech-
nology, business and market, and finish off by looking at some
real cases that the company has been involved in.

2 Reasons for Electronic Identity
The most frequent need for electronic identification is
when we need to make a secure data exchange, the most com-
mon examples of which nowadays are web security applica-
tions, secure messaging and file protection. In all these systems
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it is necessary to securely identify who is allowed to access
sensitive information before providing it, while at the same
time identifying the author of that information. The solutions
used in virtual banking are a clear example of the need for
digital identification, one in which the client requires assuranc-
es that he is about to make an electronic transaction with his
bank and not with some other entity impersonating it.

Digital certificate technology currently provides the most
commonly used method of expressing digital identity in a trust-
worthy manner. In a way a digital certificate is like an identity
card: it tells us who and what we are. Digital certificates can be
given to individual people or groups of people and also to
systems. The former can have digital certificates for authenti-
cation purposes with which a digital signature can be created or
data protection provided. The latter can have digital certificates
whose basic purpose is to achieve secure authentication, but
also serves to receive protected information and to generate
authenticated information.

While it is true that since 1997 a great many predictions have
been made as to when the “Year of PKI” — the technology on
which identification, digital signature and data protection is
based — would finally come, it is expected to be gradually
incorporated into applications over the next few years. The in-
tegration of PKI security services in all applications in an easy,
simple and secure way will be a key factor in cost reduction.

2.1 Electronic Signature Today

Along with the assurances provided by electronic identifica-
tion mechanisms based on digital certificates, we need to have
assurances that the electronic data is authentic, has not been
manipulated and is irrefutable. These assurances are provided
by electronic signature which from a legal point of view can
have the same validity as a handwritten signature.

The most important benefit electronic signature brings to e-
commerce and all electronic transactional systems is that they
cannot be repudiated. This service provides evidentiary value
that proves that the data has been created by a specific entity
and has not been altered since the date of its creation, thereby
guaranteeing its irrefutability. Examples of types of data that
require such an assurance are payments for purchases made by
e-mail, bank balances, certificates of academic qualifications,
medical prescriptions, or the plans of a building stored in a
database.

Therefore, as this technology obviates the need to keep a hard
copy of electronic documents, we can expect the use of elec-
tronic signature to be critical from the traditional viewpoint of
cost reduction and process optimization. And the strategic
benefits are not limited to the elimination of paper. Electronic
signature also reduces risk and makes it possible to engage in
e-business.

2.2 The Protection of Data

Electronic identification based on digital certificates also
makes it possible to protect information and electronic commu-
nications. Examples of confidential data are the personal infor-
mation of employees, an organization’s customers, the compa-
ny’s business plans, etc. Electronic data is protected by
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encrypting it for the entities who will have exclusive access to
it.

Need for the Public Key Infrastructure

Public Key Infrastructure, or PKI, facilitates both the
control of entities (people or machines) by means of digital
certificates, and the security services which guarantee the
authenticity of those entities, their integrity, and the non-repu-
diability and confidentiality of data.

Another part of PKI’s responsibilities is the provision of
trustworthy services. Trusted Third Parties (TTPs) are respon-
sible for ensuring the unique binding of entities with the socio-
economic data certified by those entities, for uniquely binding
a particular date with some particular data, or for providing
evidentiary confirmation that those bindings continue to be
valid over time. There are currently already a great many oper-
ational infrastructures: among others our company participates
in the following infrastructures in Spain: CATCert (of the
Generalitat de Catalunya — the Catalunya Regional Govern-
ment), Izenpe (the Basque Country Regional Government),
Ceres (Mint of Spain — FNMT), Plan Director CIS (the Minis-
try of Defence), Firmaprofesional (Professional Colleges),
Camerfirma (Chambers of Commerce), CajaMadrid’s (savings
bank) Intranet, etc.

3.1 Basic Infrastructure

At the core of the basic PKI infrastructure is the Certification
Authority (CA). This entity requires the services of a series of
systems to enable it to manage digital certificates; i.e. to regis-
ter users, renew certificates, revoke certificates, publish certifi-
cates and recover encryption keys if they are lost.

As we will see, no universal infrastructure exists, nor will one
ever exist, but just as occurs in the case of physical identifica-
tion, each infrastructure is contextualized according to the
socio-economic sector and geographical location. It is very
normal for users to have certificates issued by different infra-
structures depending on the context they wish to access.

The Registration Authority (RA) plays an important role in
the trustworthiness of the infrastructure. Its critical importance
is due to two reasons:
¢ Firstly, the trustworthiness of the data included in the certif-

icate depends on the security of the procedures used and on
who is running the entity. For example, the inclusion of a
professional attribute in the certificate must be backed up by
the relevant professional college, whereas a person repre-
senting an enterprise and the powers of attorney he or she
might have depend on the Chambers of Commerce or on the
person’s employment status within the enterprise itself.

* Secondly, because the issue of certificates must be done in a
way that is simple, secure and integrated into corporate
procedures. Different media (disc or smart card) will
provide different levels of system security and user-friendli-
ness, but certificates must be issued in the most automated
way possible, for example, when the infrastructure is inte-
grated transparently into existing corporate procedures.
Certificates can thus be issued individually (personally or
remotely via a telematic network) or automatically by
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obtaining the required data from databases containing the
users’ credentials and creating certificates in automated
batches.

3.2 Advanced Infrastructure

Advanced services are those providing additional services
over and above the management of digital certificates. These
include services that guarantee the validity of digital certifi-
cates or the validity of digital signatures. Other services can
also be included, such as the notarisation of electronic docu-
ments.

Services checking the status of digital certificates are strate-
gic in business processes which require an assurance that the
status of a digital certificate has been checked during the digit-
ally signed data acceptance process (for example, electronic
transaction orders). The Validation Authority (VA) supplies the
proof of validity (revoked or unrevoked certificate) of a given
digital certificate at a particular moment, and takes responsibil-
ity for its responses.

The Time Stamp Authority (TSA) guarantees the time and
binds it to some specific data by issuing time stamps. The pur-
pose of time stamps is to guarantee the permanence of digital
signatures by providing proof of the moment when the signa-
ture was created. Examples of systems requiring time stamps
are Government services which need to certify delivery dates
(records of receipts), electronic notary services or submission
of tender deadlines, among others.

4 Applications: The e-Signature Effect

No one can be in any doubt that all our habits and proc-
esses that nowadays require paper will in the near future be
served by bits and byes. By then society will be reaching such
a degree of efficiency that economies (fuelled by unheard of
margins and growth rates) and social habits (services, leisure,
culture, etc.) will be totally transformed. Clearly, at this point
in time, PKI is the only technology that can make the change
from paper to bits and bytes a reality.

At present it is abundantly clear that PKI and e-signature are
not applications but rather pure infrastructure. In the past PKI
technology was marketed and acquired as an application, and
this led to a frustrating situation for customers since once PKI
had been implemented they discovered that there was no point
using it while users had a digital identity but had no end appli-
cations that made use of that digital identity. The first and most
widely used application that made use of digital identity was
the secure web application in which web servers had a digital
certificate which was normally named after the security proto-
col they used, i.e. SSL/TLS (Secure Socket Layer/Transport
Layer Security). A Certification Authority is clearly a PKI
application but it has no use outside the creation of the infra-
structure itself. It is of no direct use for the majority of users; it
is involved only indirectly via the certificates it issues.

Something akin to what has happened with PKI is now hap-
pening with new technologies like XML and WebServices.
Like PKI these technologies are infrastructure, not applica-
tions: that is to say, they have no real use for end users; rather
they are mechanisms and protocols which facilitate the creation
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of and dialogue between applications. As an infrastructure they
are ideal for the deployment of applications which will make
intensive use of Web environments in particular and the Inter-
net in general. However, if we pause for thought we will realize
that while XML technologies are newcomers on the scene, the
universe of IT applications is truly ancient by comparison and
that the current state of computing affairs is nothing more than
a succession of active applications, most of which are not even
connected to the Internet and, needless to say, none of them
were designed with the Internet in mind. However, it is undeni-
able that the new XML technologies combined with EAI
(Enterprise Application Integration) tools facilitate the integra-
tion of legacy applications with new and modern Internet based
web application environments.

The e-Signature Effect is simply how Safelayer sees the inte-
gration of electronic signature in existing or new applications,
and the subsequent transformation of paper to bits and bytes. It
is not logical to think that all existing applications will be mod-
ified to incorporate electronic signature functions (although at
one time that is exactly what was thought). It is more logical to
expect e-signature to be incorporated either directly into appli-
cations, as happened with the Y2K Effect and the Euro Effect, or
as a result of applications opening up to the Internet via
XML/EAL In the many and varied cases of e-signature integra-
tion it is likely that in some cases environmental limitations
ruled out one of the two forms of integration, or else the E-
signature effect was a result of a combination of the two.

Web service encryption and authentication applications
(SSL/TLS), e-mail, and the signature of electronic web-based
forms are already perfectly integrated into the e-signature
effect, and currently account for most of the use of the PKI and
electronic signature infrastructure, especially for web based
use. However, there is a far more generic scenario in which the
e-signature effect plays a role, one that is closely related to the
document flows that we are so careful to manage in the paper
world. This scenario is shown in Figure 1.

Like other pure PKI infrastructure companies, Safelayer has
included tools in its technological and product strategy to make
e-signature effect integration possible. This strategy is evi-
denced by the real applications that the company has developed
or is currently developing which we list below:
¢ Electronic Invoice: According to a study carried out by the

European Commission' the cost of an electronic invoice is
between €0.27 and €0.47, as opposed to the €1.13 —€1.65
of a traditional invoice, a saving of up to 70%. But an elec-
tronic invoice also benefits both the issuer and the recipient
as it allows the invoicing process to be automated thereby
speeding up the process, improving security and reducing
the number of incidents. For example, a large company
which deals with thousands of customers and needs to keep
up to date with the invoices generated by its day to day busi-
ness (sending out, confirmation, etc.).

1. Source: Thomson EC Resources, Journal of Electronic Com-
merce, “Electronic Bill Presentment and Payment: The Next Step
for the E-Commerce Market”, by Thomas F. Horan.
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Figure 1: The e-Signature Effect and Documental Flows.

* Human Resources and e-Recruitment: In a temporary able to apply for a certificate that a civil servant will issue

work agency the end-to-end time required to complete a
traditional paper based recruitment process involving the
candidate, the temporary work agency and the recruiting
company up to the moment of signing the contract was, in
the best of cases, 5 days. Using electronic methods, elec-
tronic signature and e-mail as the transport medium, the
whole process could be completed in 5 minutes. Another
ongoing experience concerns companies that have to renew
contracts with their collaborators every so often. In most
cases the use of traditional paper based procedures resulted
in illegal situations as the collaborators nearly always ended
up working for a long time without a valid contract. The
introduction of electronic media, including electronic signa-

and sign electronically before delivering it to the citizen
electronically by e-mail or over the web. This is a typical
example which could be extended to any kind of certified
document or receipt.

Electronic Voting: This is part of what is known as e-
democracy and should not go unmentioned. It has not only
been tried out by the Spanish Ministry of the Interior in the
recent general elections on March 14, but it has also been
used in shareholder meetings and other collective meetings
which, as things stand now and given the present tyranny of
the printed word, you either have to attend personally or
have someone stand in for you to cast a proxy vote.

All the cases described above and many more, such as the

fantastic success of the Social Security where more than 90%
of the salaried workers pay their SS charges over the Internet,
and the Tax Office which every year increases the number of
internet contributors, only serve to confirm that the E-signature
effect is already underway and that the transformation to the bit
society is already underway, and all of this largely thanks to the
existence of PKI and electronic signature technologies.

ture, makes it possible for the contracts to be drawn up and
signed before the collaborators start work.

* Electronic Certificates: In their recent modernisation plan
the Spanish Ministry of Justice has included the issue of
electronic birth certificates, criminal records, etc., thereby
providing a much faster and user-friendly paperless service.
The citizen only needs to have access to the Internet to be
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5 Conclusions

Our conclusion is that PKI and e-signature are already a
reality and that the e-Signature Effect has already begun. As
has occurred with all technological revolutions, society is being
transformed and there can be no doubt that the future will be a
digital one. Electronic signature is the ‘wheel” of our digital
civilization, and so far we have only seen the ‘horse drawn
carriage’, but we are moving at breakneck speed towards a ‘jet
powered’ paperless society; in other words, a digital society.
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